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‘‘(2) forge, counterfeit, or otherwise falsify 

a document for the purpose of obtaining a 
Federal grant; or 

‘‘(3) prepare, submit, or assist in the prepa-
ration or submission of a Federal grant ap-
plication or document in connection with a 
Federal grant application that— 

‘‘(A) contains a false statement; 
‘‘(B) contains a material misrepresenta-

tion; 
‘‘(C) has no basis in law or fact; or 
‘‘(D) fails to disclose a material fact. 
‘‘(c) EXCEPTION.—Subsection (b) does not 

apply to an activity— 
‘‘(1) carried out in connection with a law-

fully authorized investigative, protective, or 
intelligence activity of— 

‘‘(A) a law enforcement agency; or 
‘‘(B) a Federal intelligence agency; or 
‘‘(2) authorized under chapter 224. 
‘‘(d) PENALTY.—Any individual who vio-

lates subsection (b)— 
‘‘(1) shall be fined in accordance with this 

title, imprisoned for not more than 5 years, 
or both; and 

‘‘(2) shall be prohibited from receiving a 
Federal grant during the 5-year period begin-
ning on the date on which a sentence is im-
posed on the individual under paragraph 
(1).’’. 

(b) CLERICAL AMENDMENT.—The analysis 
for chapter 47 of title 18, United States Code, 
is amended by adding at the end the fol-
lowing: 

‘‘1041. Federal grant application fraud.’’. 
SEC. 4495. RESTRICTING THE ACQUISITION OF 

EMERGING TECHNOLOGIES BY CER-
TAIN ALIENS. 

(a) GROUNDS OF INADMISSIBILITY.—The Sec-
retary of State may determine that an alien 
is inadmissible if the Secretary determines 
such alien is seeking to enter the United 
States to knowingly acquire sensitive or 
emerging technologies to undermine na-
tional security interests of the United States 
by benefitting an adversarial foreign govern-
ment’s security or strategic capabilities. 

(b) RELEVANT FACTORS.—To determine if 
an alien is inadmissible under subsection (a), 
the Secretary of State shall— 

(1) take account of information and anal-
yses relevant to implementing subsection (a) 
from the Office of the Director of National 
Intelligence, the Department of Health and 
Human Services, the Department of Defense, 
the Department of Homeland Security, the 
Department of Energy, the Department of 
Commerce, and other appropriate Federal 
agencies; 

(2) take account of the continual expert as-
sessments of evolving sensitive or emerging 
technologies that foreign adversaries are 
targeting; 

(3) take account of relevant information 
concerning the foreign person’s employment 
or collaboration, to the extent known, 
with— 

(A) foreign military and security related 
organizations that are adversarial to the 
United States; 

(B) foreign institutions involved in the 
theft of United States research; 

(C) entities involved in export control vio-
lations or the theft of intellectual property; 

(D) a government that seeks to undermine 
the integrity and security of the United 
States research community; or 

(E) other associations or collaborations 
that pose a national security threat based on 
intelligence assessments; and 

(4) weigh the proportionality of risks and 
the factors listed in paragraphs (1) through 
(3). 

(c) REPORTING REQUIREMENT.—Not later 
than 180 days after the date of the enactment 
of this Act, and semi-annually thereafter 
until the sunset date set forth in subsection 

(e), the Secretary of State, in coordination 
with the Director of National Intelligence, 
the Director of the Office of Science and 
Technology Policy, the Secretary of Home-
land Security, the Secretary of Defense, the 
Secretary of Energy, the Secretary of Com-
merce, and the heads of other appropriate 
Federal agencies, shall submit a report to 
the Committee on the Judiciary of the Sen-
ate, the Committee on Foreign Relations of 
the Senate, the Committee on Homeland Se-
curity and Governmental Affairs of the Sen-
ate, the Committee on the Judiciary of the 
House of Representatives, the Committee on 
Foreign Affairs of the House of Representa-
tives, and the Committee on Oversight and 
Reform of the House of Representatives that 
identifies— 

(1) any criteria, if relevant used to describe 
the aliens to which the grounds of inadmis-
sibility described in subsection (a) may 
apply; 

(2) the number of individuals determined 
to be inadmissible under subsection (a), in-
cluding the nationality of each such indi-
vidual and the reasons for each determina-
tion of inadmissibility; and 

(3) the number of days from the date of the 
consular interview until a final decision is 
issued for each application for a visa consid-
ered under this section, listed by applicants’ 
country of citizenship and relevant con-
sulate. 

(d) CLASSIFICATION OF REPORT.—Each re-
port required under subsection (c) shall be 
submitted, to the extent practicable, in an 
unclassified form, but may be accompanied 
by a classified annex. 

(e) SUNSET.—This section shall cease to be 
effective on the date that is 2 years after the 
date of the enactment of this Act. 
SEC. 4496. MACHINE READABLE VISA DOCU-

MENTS. 
(a) MACHINE-READABLE DOCUMENTS.—Not 

later than 1 year after the date of the enact-
ment of this Act, the Secretary of State 
shall— 

(1) use a machine-readable visa application 
form; and 

(2) make available documents submitted in 
support of a visa application in a machine 
readable format to assist in— 

(A) identifying fraud; 
(B) conducting lawful law enforcement ac-

tivities; and 
(C) determining the eligibility of appli-

cants for a visa under the Immigration and 
Nationality Act (8 U.S.C. 1101 et seq.). 

(b) WAIVER.—The Secretary of State may 
waive the requirement under subsection (a) 
by providing to Congress, not later than 30 
days before such waiver takes effect— 

(1) a detailed explanation for why the waiv-
er is being issued; and 

(2) a timeframe for the implementation of 
the requirement under subsection (a). 

(c) REPORT.—Not later than 45 days after 
date of the enactment of this Act, the Sec-
retary of State shall submit a report to the 
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate, the Com-
mittee on Commerce, Science, and Transpor-
tation of the Senate, the Select Committee 
on Intelligence of the Senate, the Committee 
on Foreign Relations of the Senate; the Com-
mittee on Oversight and Reform of the House 
of Representatives, the Committee on Home-
land Security of the House of Representa-
tives, the Committee on Energy and Com-
merce of the House of Representatives, the 
Permanent Select Committee on Intelligence 
of the House of Representatives, and the 
Committee on Foreign Affairs of the House 
of Representatives that— 

(1) describes how supplementary docu-
ments provided by a visa applicant in sup-
port of a visa application are stored and 
shared by the Department of State with au-
thorized Federal agencies; 

(2) identifies the sections of a visa applica-
tion that are machine-readable and the sec-
tions that are not machine-readable; 

(3) provides cost estimates, including per-
sonnel costs and a cost-benefit analysis for 
adopting different technologies, including 
optical character recognition, for— 

(A) making every element of a visa appli-
cation, and documents submitted in support 
of a visa application, machine-readable; and 

(B) ensuring that such system— 
(i) protects personally-identifiable infor-

mation; and 
(ii) permits the sharing of visa information 

with Federal agencies in accordance with ex-
isting law; and 

(4) includes an estimated timeline for com-
pleting the implementation of subsection (a). 
SEC. 4497. CERTIFICATIONS REGARDING ACCESS 

TO EXPORT CONTROLLED TECH-
NOLOGY IN EDUCATIONAL AND CUL-
TURAL EXCHANGE PROGRAMS. 

Section 102(b)(5) of the Mutual Educational 
and Cultural Exchange Act of 1961 (22 U.S.C. 
2452(b)(5)) is amended to read as follows: 

‘‘(5) promoting and supporting medical, 
scientific, cultural, and educational research 
and development by developing exchange 
programs for foreign researchers and sci-
entists, while protecting technologies regu-
lated by export control laws important to 
the national security and economic interests 
of the United States, by requiring— 

‘‘(A) the sponsor to certify to the Depart-
ment of State that the sponsor, after review-
ing all regulations related to the Export 
Controls Act of 2018 (50 U.S.C. 4811 et seq.) 
and the Arms Export Control Act (22 U.S.C. 
2751 et seq.), has determined that— 

‘‘(i) a license is not required from the De-
partment of Commerce or the Department of 
State to release such technology or technical 
data to the exchange visitor; or 

‘‘(ii)(I) a license is required from the De-
partment of Commerce or the Department of 
State to release such technology or technical 
data to the exchange visitor; and 

‘‘(II) the sponsor will prevent access to the 
controlled technology or technical data by 
the exchange visitor until the sponsor— 

‘‘(aa) has received the required license or 
other authorization to release it to the vis-
itor; and 

‘‘(bb) has provided a copy of such license or 
authorization to the Department of State; 
and 

‘‘(B) if the sponsor maintains export con-
trolled technology or technical data, the 
sponsor to submit to the Department of 
State the sponsor’s plan to prevent unau-
thorized export or transfer of any controlled 
items, materials, information, or technology 
at the sponsor organization or entities asso-
ciated with a sponsor’s administration of the 
exchange visitor program.’’. 
SEC. 4498. PRIVACY AND CONFIDENTIALITY. 

Nothing in this subtitle may be construed 
as affecting the rights and requirements pro-
vided in section 552a of title 5, United States 
Code (commonly known as the ‘‘Privacy Act 
of 1974’’) or subchapter III of chapter 35 of 
title 44, United States Code (commonly 
known as the ‘‘Confidential Information Pro-
tection and Statistical Efficiency Act of 
2018’’). 

SA 4293. Mr. PORTMAN submitted an 
amendment intended to be proposed to 
amendment SA 3867 submitted by Mr. 
REED and intended to be proposed to 
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of 
Defense, for military construction, and 
for defense activities of the Depart-
ment of Energy, to prescribe military 
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personnel strengths for such fiscal 
year, and for other purposes; which was 
ordered to lie on the table; as follows: 

At the end of title X, add the following: 
Subtitle H—Safeguarding American 

Innovation 
SEC. 1071. SHORT TITLE. 

This subtitle may be cited as the ‘‘Safe-
guarding American Innovation Act’’. 
SEC. 1072. DEFINITIONS. 

In this subtitle: 
(1) FEDERAL SCIENCE AGENCY.—The term 

‘‘Federal science agency’’ means any Federal 
department or agency to which more than 
$100,000,000 in basic and applied research and 
development funds were appropriated for the 
previous fiscal year. 

(2) RESEARCH AND DEVELOPMENT.— 
(A) IN GENERAL.—The term ‘‘research and 

development’’ means all research activities, 
both basic and applied, and all development 
activities. 

(B) DEVELOPMENT.—The term ‘‘develop-
ment’’ means experimental development. 

(C) EXPERIMENTAL DEVELOPMENT.—The 
term ‘‘experimental development’’ means 
creative and systematic work, drawing upon 
knowledge gained from research and prac-
tical experience, which— 

(i) is directed toward the production of new 
products or processes or improving existing 
products or processes; and 

(ii) like research, will result in gaining ad-
ditional knowledge. 

(D) RESEARCH.—The term ‘‘research’’— 
(i) means a systematic study directed to-

ward fuller scientific knowledge or under-
standing of the subject studied; and 

(ii) includes activities involving the train-
ing of individuals in research techniques if 
such activities— 

(I) utilize the same facilities as other re-
search and development activities; and 

(II) are not included in the instruction 
function. 
SEC. 1073. FEDERAL RESEARCH SECURITY COUN-

CIL. 
(a) IN GENERAL.—Subtitle V of title 31, 

United States Code, is amended by adding at 
the end the following: 

‘‘CHAPTER 79—FEDERAL RESEARCH 
SECURITY COUNCIL 

‘‘Sec. 
‘‘7901. Definitions. 
‘‘7902. Federal Research Security Council es-

tablishment and membership. 
‘‘7903. Functions and authorities. 
‘‘7904. Strategic plan. 
‘‘7905. Annual report. 
‘‘7906. Requirements for Executive agencies. 
‘‘§ 7901. Definitions 

‘‘In this chapter: 
‘‘(1) APPROPRIATE CONGRESSIONAL COMMIT-

TEES.—The term ‘appropriate congressional 
committees’ means— 

‘‘(A) the Committee on Homeland Security 
and Governmental Affairs of the Senate; 

‘‘(B) the Committee on Commerce, 
Science, and Transportation of the Senate; 

‘‘(C) the Select Committee on Intelligence 
of the Senate; 

‘‘(D) the Committee on Foreign Relations 
of the Senate; 

‘‘(E) the Committee on Armed Services of 
the Senate; 

‘‘(F) the Committee on Health, Education, 
Labor, and Pensions of the Senate; 

‘‘(G) the Committee on Oversight and Re-
form of the House of Representatives; 

‘‘(H) the Committee on Homeland Security 
of the House of Representatives; 

‘‘(I) the Committee on Energy and Com-
merce of the House of Representatives; 

‘‘(J) the Permanent Select Committee on 
Intelligence of the House of Representatives; 

‘‘(K) the Committee on Foreign Affairs of 
the House of Representatives; 

‘‘(L) the Committee on Armed Services of 
the House of Representatives; and 

‘‘(M) the Committee on Education and 
Labor of the House of Representatives. 

‘‘(2) COUNCIL.—The term ‘Council’ means 
the Federal Research Security Council es-
tablished under section 7902(a). 

‘‘(3) EXECUTIVE AGENCY.—The term ‘Execu-
tive agency’ has the meaning given that 
term in section 105 of title 5. 

‘‘(4) FEDERAL RESEARCH SECURITY RISK.— 
The term ‘Federal research security risk’ 
means the risk posed by malign state actors 
and other persons to the security and integ-
rity of research and development conducted 
using research and development funds award-
ed by Executive agencies. 

‘‘(5) INSIDER.—The term ‘insider’ means 
any person with authorized access to any 
United States Government resource, includ-
ing personnel, facilities, information, re-
search, equipment, networks, or systems. 

‘‘(6) INSIDER THREAT.—The term ‘insider 
threat’ means the threat that an insider will 
use his or her authorized access (wittingly or 
unwittingly) to harm the national and eco-
nomic security of the United States or nega-
tively affect the integrity of a Federal agen-
cy’s normal processes, including damaging 
the United States through espionage, sabo-
tage, terrorism, unauthorized disclosure of 
national security information or nonpublic 
information, a destructive act (which may 
include physical harm to another in the 
workplace), or through the loss or degrada-
tion of departmental resources, capabilities, 
and functions. 

‘‘(7) RESEARCH AND DEVELOPMENT.— 
‘‘(A) IN GENERAL.—The term ‘research and 

development’ means all research activities, 
both basic and applied, and all development 
activities. 

‘‘(B) DEVELOPMENT.—The term ‘develop-
ment’ means experimental development. 

‘‘(C) EXPERIMENTAL DEVELOPMENT.—The 
term ‘experimental development’ means cre-
ative and systematic work, drawing upon 
knowledge gained from research and prac-
tical experience, which— 

‘‘(i) is directed toward the production of 
new products or processes or improving ex-
isting products or processes; and 

‘‘(ii) like research, will result in gaining 
additional knowledge. 

‘‘(D) RESEARCH.—The term ‘research’— 
‘‘(i) means a systematic study directed to-

ward fuller scientific knowledge or under-
standing of the subject studied; and 

‘‘(ii) includes activities involving the 
training of individuals in research tech-
niques if such activities— 

‘‘(I) utilize the same facilities as other re-
search and development activities; and 

‘‘(II) are not included in the instruction 
function. 

‘‘(8) UNITED STATES RESEARCH COMMUNITY.— 
The term ‘United States research commu-
nity’ means— 

‘‘(A) research and development centers of 
Executive agencies; 

‘‘(B) private research and development cen-
ters in the United States, including for profit 
and nonprofit research institutes; 

‘‘(C) research and development centers at 
institutions of higher education (as defined 
in section 101(a) of the Higher Education Act 
of 1965 (20 U.S.C. 1001(a))); 

‘‘(D) research and development centers of 
States, United States territories, Indian 
tribes, and municipalities; 

‘‘(E) government-owned, contractor-oper-
ated United States Government research and 
development centers; and 

‘‘(F) any person conducting federally fund-
ed research or receiving Federal research 
grant funding. 

‘‘§ 7902. Federal Research Security Council 
establishment and membership 
‘‘(a) ESTABLISHMENT.—There is established, 

in the Office of Management and Budget, a 
Federal Research Security Council, which 
shall develop federally funded research and 
development grant making policy and man-
agement guidance to protect the national 
and economic security interests of the 
United States. 

‘‘(b) MEMBERSHIP.— 
‘‘(1) IN GENERAL.—The following agencies 

shall be represented on the Council: 
‘‘(A) The Office of Management and Budg-

et. 
‘‘(B) The Office of Science and Technology 

Policy. 
‘‘(C) The Department of Defense. 
‘‘(D) The Department of Homeland Secu-

rity. 
‘‘(E) The Office of the Director of National 

Intelligence. 
‘‘(F) The Department of Justice. 
‘‘(G) The Department of Energy. 
‘‘(H) The Department of Commerce. 
‘‘(I) The Department of Health and Human 

Services. 
‘‘(J) The Department of State. 
‘‘(K) The Department of Transportation. 
‘‘(L) The National Aeronautics and Space 

Administration. 
‘‘(M) The National Science Foundation. 
‘‘(N) The Department of Education. 
‘‘(O) The Small Business Administration. 
‘‘(P) The Council of Inspectors General on 

Integrity and Efficiency. 
‘‘(Q) Other Executive agencies, as deter-

mined by the Chairperson of the Council. 
‘‘(2) LEAD REPRESENTATIVES.— 
‘‘(A) DESIGNATION.—Not later than 45 days 

after the date of the enactment of the Safe-
guarding American Innovation Act, the head 
of each agency represented on the Council 
shall designate a representative of that agen-
cy as the lead representative of the agency 
on the Council. 

‘‘(B) FUNCTIONS.—The lead representative 
of an agency designated under subparagraph 
(A) shall ensure that appropriate personnel, 
including leadership and subject matter ex-
perts of the agency, are aware of the busi-
ness of the Council. 

‘‘(c) CHAIRPERSON.— 
‘‘(1) DESIGNATION.—Not later than 45 days 

after the date of the enactment of the Safe-
guarding American Innovation Act, the Di-
rector of the Office of Management and 
Budget shall designate a senior level official 
from the Office of Management and Budget 
to serve as the Chairperson of the Council. 

‘‘(2) FUNCTIONS.—The Chairperson shall 
perform functions that include— 

‘‘(A) subject to subsection (d), developing a 
schedule for meetings of the Council; 

‘‘(B) designating Executive agencies to be 
represented on the Council under subsection 
(b)(1)(Q); 

‘‘(C) in consultation with the lead rep-
resentative of each agency represented on 
the Council, developing a charter for the 
Council; and 

‘‘(D) not later than 7 days after completion 
of the charter, submitting the charter to the 
appropriate congressional committees. 

‘‘(3) LEAD SCIENCE ADVISOR.—The Director 
of the Office of Science and Technology Pol-
icy shall designate a senior level official to 
be the lead science advisor to the Council for 
purposes of this chapter. 

‘‘(4) LEAD SECURITY ADVISOR.—The Director 
of the National Counterintelligence and Se-
curity Center shall designate a senior level 
official from the National Counterintel-
ligence and Security Center to be the lead 
security advisor to the Council for purposes 
of this chapter. 

‘‘(d) MEETINGS.—The Council shall meet 
not later than 60 days after the date of the 
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enactment of the Safeguarding American In-
novation Act and not less frequently than 
quarterly thereafter. 
‘‘§ 7903. Functions and authorities 

‘‘(a) DEFINITIONS.—In this section: 
‘‘(1) IMPLEMENTING.—The term ‘imple-

menting’ means working with the relevant 
Federal agencies, through existing processes 
and procedures, to enable those agencies to 
put in place and enforce the measures de-
scribed in this section. 

‘‘(2) UNIFORM APPLICATION PROCESS.—The 
term ‘uniform application process’ means a 
process employed by Federal science agen-
cies to maximize the collection of informa-
tion regarding applicants and applications, 
as determined by the Council. 

‘‘(b) IN GENERAL.—The Chairperson of the 
Council shall consider the missions and re-
sponsibilities of Council members in deter-
mining the lead agencies for Council func-
tions. The Council shall perform the fol-
lowing functions: 

‘‘(1) Developing and implementing, across 
all Executive agencies that award research 
and development grants, awards, and con-
tracts, a uniform application process for 
grants in accordance with subsection (c). 

‘‘(2) Developing and implementing policies 
and providing guidance to prevent malign 
foreign interference from unduly influencing 
the peer review process for federally funded 
research and development. 

‘‘(3) Identifying or developing criteria for 
sharing among Executive agencies and with 
law enforcement and other agencies, as ap-
propriate, information regarding individuals 
who violate disclosure policies and other 
policies related to research security. 

‘‘(4) Identifying an appropriate Executive 
agency— 

‘‘(A) to accept and protect information 
submitted by Executive agencies and non- 
Federal entities based on the process estab-
lished pursuant to paragraph (1); and 

‘‘(B) to facilitate the sharing of informa-
tion received under subparagraph (A) to sup-
port, consistent with Federal law— 

‘‘(i) the oversight of federally funded re-
search and development; 

‘‘(ii) criminal and civil investigations of 
misappropriated Federal funds, resources, 
and information; and 

‘‘(iii) counterintelligence investigations. 
‘‘(5) Identifying, as appropriate, Executive 

agencies to provide— 
‘‘(A) shared services, such as support for 

conducting Federal research security risk as-
sessments, activities to mitigate such risks, 
and oversight and investigations with re-
spect to grants awarded by Executive agen-
cies; and 

‘‘(B) common contract solutions to support 
the verification of the identities of persons 
participating in federally funded research 
and development. 

‘‘(6) Identifying and issuing guidance, in 
accordance with subsection (e) and in coordi-
nation with the National Insider Threat 
Task Force established by Executive Order 
13587 (50 U.S.C. 3161 note) for expanding the 
scope of Executive agency insider threat pro-
grams, including the safeguarding of re-
search and development from exploitation, 
compromise, or other unauthorized disclo-
sure, taking into account risk levels and the 
distinct needs, missions, and systems of each 
such agency. 

‘‘(7) Identifying and issuing guidance for 
developing compliance and oversight pro-
grams for Executive agencies to ensure that 
research and development grant recipients 
accurately report conflicts of interest and 
conflicts of commitment in accordance with 
subsection (c)(1). Such programs shall in-
clude an assessment of— 

‘‘(A) a grantee’s support from foreign 
sources and affiliations, appointments, or 

participation in talent programs with for-
eign funding institutions or laboratories; and 

‘‘(B) the impact of such support and affili-
ations, appointments, or participation in tal-
ent programs on United States national se-
curity and economic interests. 

‘‘(8) Providing guidance to Executive agen-
cies regarding appropriate application of 
consequences for violations of disclosure re-
quirements. 

‘‘(9) Developing and implementing a cross- 
agency policy and providing guidance related 
to the use of digital persistent identifiers for 
individual researchers supported by, or 
working on, any Federal research grant with 
the goal to enhance transparency and secu-
rity, while reducing administrative burden 
for researchers and research institutions. 

‘‘(10) Engaging with the United States re-
search community in conjunction with the 
National Science and Technology Council 
and the National Academies Science, Tech-
nology and Security Roundtable created 
under section 1746 of the National Defense 
Authorization Act for Fiscal Year 2020 (Pub-
lic Law 116–92; 42 U.S.C. 6601 note) in per-
forming the functions described in para-
graphs (1), (2), and (3) and with respect to 
issues relating to Federal research security 
risks. 

‘‘(11) Carrying out such other functions, 
consistent with Federal law, that are nec-
essary to reduce Federal research security 
risks. 

‘‘(c) REQUIREMENTS FOR UNIFORM GRANT 
APPLICATION PROCESS.—In developing the 
uniform application process for Federal re-
search and development grants required 
under subsection (b)(1), the Council shall— 

‘‘(1) ensure that the process— 
‘‘(A) requires principal investigators, co- 

principal investigators, and key personnel 
associated with the proposed Federal re-
search or development grant project— 

‘‘(i) to disclose biographical information, 
all affiliations, including any foreign mili-
tary, foreign government-related organiza-
tions, and foreign-funded institutions, and 
all current and pending support, including 
from foreign institutions, foreign govern-
ments, or foreign laboratories, and all sup-
port received from foreign sources; and 

‘‘(ii) to certify the accuracy of the required 
disclosures under penalty of perjury; and 

‘‘(B) uses a machine-readable application 
form to assist in identifying fraud and ensur-
ing the eligibility of applicants; 

‘‘(2) design the process— 
‘‘(A) to reduce the administrative burden 

on persons applying for Federal research and 
development funding; and 

‘‘(B) to promote information sharing 
across the United States research commu-
nity, while safeguarding sensitive informa-
tion; and 

‘‘(3) complete the process not later than 1 
year after the date of the enactment of the 
Safeguarding American Innovation Act. 

‘‘(d) REQUIREMENTS FOR INFORMATION SHAR-
ING CRITERIA.—In identifying or developing 
criteria and procedures for sharing informa-
tion with respect to Federal research secu-
rity risks under subsection (b)(3), the Coun-
cil shall ensure that such criteria address, at 
a minimum— 

‘‘(1) the information to be shared; 
‘‘(2) the circumstances under which shar-

ing is mandated or voluntary; 
‘‘(3) the circumstances under which it is 

appropriate for an Executive agency to rely 
on information made available through such 
sharing in exercising the responsibilities and 
authorities of the agency under applicable 
laws relating to the award of grants; 

‘‘(4) the procedures for protecting intellec-
tual capital that may be present in such in-
formation; and 

‘‘(5) appropriate privacy protections for 
persons involved in Federal research and de-
velopment. 

‘‘(e) REQUIREMENTS FOR INSIDER THREAT 
PROGRAM GUIDANCE.—In identifying or devel-
oping guidance with respect to insider threat 
programs under subsection (b)(6), the Council 
shall ensure that such guidance provides for, 
at a minimum— 

‘‘(1) such programs— 
‘‘(A) to deter, detect, and mitigate insider 

threats; and 
‘‘(B) to leverage counterintelligence, secu-

rity, information assurance, and other rel-
evant functions and resources to identify and 
counter insider threats; and 

‘‘(2) the development of an integrated capa-
bility to monitor and audit information for 
the detection and mitigation of insider 
threats, including through— 

‘‘(A) monitoring user activity on computer 
networks controlled by Executive agencies; 

‘‘(B) providing employees of Executive 
agencies with awareness training with re-
spect to insider threats and the responsibil-
ities of employees to report such threats; 

‘‘(C) gathering information for a central-
ized analysis, reporting, and response capa-
bility; and 

‘‘(D) information sharing to aid in tracking 
the risk individuals may pose while moving 
across programs and affiliations; 

‘‘(3) the development and implementation 
of policies and procedures under which the 
insider threat program of an Executive agen-
cy accesses, shares, and integrates informa-
tion and data derived from offices within the 
agency and shares insider threat information 
with the executive agency research sponsors; 

‘‘(4) the designation of senior officials with 
authority to provide management, account-
ability, and oversight of the insider threat 
program of an Executive agency and to make 
resource recommendations to the appro-
priate officials; and 

‘‘(5) such additional guidance as is nec-
essary to reflect the distinct needs, missions, 
and systems of each Executive agency. 

‘‘(f) ISSUANCE OF WARNINGS RELATING TO 
RISKS AND VULNERABILITIES IN INTER-
NATIONAL SCIENTIFIC COOPERATION.— 

‘‘(1) IN GENERAL.—The Council, in conjunc-
tion with the lead security advisor des-
ignated under section 7902(c)(4), shall estab-
lish a process for informing members of the 
United States research community and the 
public, through the issuance of warnings de-
scribed in paragraph (2), of potential risks 
and vulnerabilities in international sci-
entific cooperation that may undermine the 
integrity and security of the United States 
research community or place at risk any fed-
erally funded research and development. 

‘‘(2) CONTENT.—A warning described in this 
paragraph shall include, to the extent the 
Council considers appropriate, a description 
of— 

‘‘(A) activities by the national govern-
ment, local governments, research institu-
tions, or universities of a foreign country— 

‘‘(i) to exploit, interfere, or undermine re-
search and development by the United States 
research community; or 

‘‘(ii) to misappropriate scientific knowl-
edge resulting from federally funded re-
search and development; 

‘‘(B) efforts by strategic competitors to ex-
ploit the research enterprise of a foreign 
country that may place at risk— 

‘‘(i) the science and technology of that for-
eign country; or 

‘‘(ii) federally funded research and develop-
ment; and 

‘‘(C) practices within the research enter-
prise of a foreign country that do not adhere 
to the United States scientific values of 
openness, transparency, reciprocity, integ-
rity, and merit-based competition. 
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‘‘(g) EXCLUSION ORDERS.—To reduce Fed-

eral research security risk, the Interagency 
Suspension and Debarment Committee shall 
provide quarterly reports to the Director of 
the Office of Management and Budget and 
the Director of the Office of Science and 
Technology Policy that detail— 

‘‘(1) the number of ongoing investigations 
by Council Members related to Federal re-
search security that may result, or have re-
sulted, in agency pre-notice letters, suspen-
sions, proposed debarments, and debarments; 

‘‘(2) Federal agencies’ performance and 
compliance with interagency suspensions 
and debarments; 

‘‘(3) efforts by the Interagency Suspension 
and Debarment Committee to mitigate Fed-
eral research security risk; 

‘‘(4) proposals for developing a unified Fed-
eral policy on suspensions and debarments; 
and 

‘‘(5) other current suspension and debar-
ment related issues. 

‘‘(h) SAVINGS PROVISION.—Nothing in this 
section may be construed— 

‘‘(1) to alter or diminish the authority of 
any Federal agency; or 

‘‘(2) to alter any procedural requirements 
or remedies that were in place before the 
date of the enactment of the Safeguarding 
American Innovation Act. 
‘‘§ 7904. Annual report 

‘‘Not later than November 15 of each year, 
the Chairperson of the Council shall submit 
a report to the appropriate congressional 
committees that describes the activities of 
the Council during the preceding fiscal year. 
‘‘§ 7905. Requirements for Executive agencies 

‘‘(a) IN GENERAL.—The head of each Execu-
tive agency on the Council shall be respon-
sible for— 

‘‘(1) assessing Federal research security 
risks posed by persons participating in feder-
ally funded research and development; 

‘‘(2) avoiding or mitigating such risks, as 
appropriate and consistent with the stand-
ards, guidelines, requirements, and practices 
identified by the Council under section 
7903(b); 

‘‘(3) prioritizing Federal research security 
risk assessments conducted under paragraph 
(1) based on the applicability and relevance 
of the research and development to the na-
tional security and economic competitive-
ness of the United States; and 

‘‘(4) ensuring that initiatives impacting 
Federally funded research grant making pol-
icy and management to protect the national 
and economic security interests of the 
United States are integrated with the activi-
ties of the Council. 

‘‘(b) INCLUSIONS.—The responsibility of the 
head of an Executive agency for assessing 
Federal research security risk described in 
subsection (a) includes— 

‘‘(1) developing an overall Federal research 
security risk management strategy and im-
plementation plan and policies and processes 
to guide and govern Federal research secu-
rity risk management activities by the Exec-
utive agency; 

‘‘(2) integrating Federal research security 
risk management practices throughout the 
lifecycle of the grant programs of the Execu-
tive agency; 

‘‘(3) sharing relevant information with 
other Executive agencies, as determined ap-
propriate by the Council in a manner con-
sistent with section 7903; and 

‘‘(4) reporting on the effectiveness of the 
Federal research security risk management 
strategy of the Executive agency consistent 
with guidance issued by the Office of Man-
agement and Budget and the Council.’’. 

(b) CLERICAL AMENDMENT.—The table of 
chapters at the beginning of title 31, United 
States Code, is amended by inserting after 
the item relating to chapter 77 the following: 

‘‘79. Federal Research Security Coun-
cil ................................................. 7901.’’. 

SEC. 1074. FEDERAL GRANT APPLICATION 
FRAUD. 

(a) IN GENERAL.—Chapter 47 of title 18, 
United States Code, is amended by adding at 
the end the following: 
‘‘§ 1041. Federal grant application fraud 

‘‘(a) DEFINITIONS.—In this section: 
‘‘(1) FEDERAL AGENCY.—The term ‘Federal 

agency’ has the meaning given the term 
‘agency’ in section 551 of title 5, United 
States Code. 

‘‘(2) FEDERAL GRANT.—The term ‘Federal 
grant’— 

‘‘(A) means a grant awarded by a Federal 
agency; 

‘‘(B) includes a subgrant awarded by a non- 
Federal entity to carry out a Federal grant 
program; and 

‘‘(C) does not include— 
‘‘(i) direct United States Government cash 

assistance to an individual; 
‘‘(ii) a subsidy; 
‘‘(iii) a loan; 
‘‘(iv) a loan guarantee; or 
‘‘(v) insurance. 
‘‘(3) FEDERAL GRANT APPLICATION.—The 

term ‘Federal grant application’ means an 
application for a Federal grant. 

‘‘(4) FOREIGN COMPENSATION.—The term 
‘foreign compensation’ means a title, mone-
tary compensation, access to a laboratory or 
other resource, or other benefit received 
from— 

‘‘(A) a foreign government; 
‘‘(B) a foreign government institution; or 
‘‘(C) a foreign public enterprise. 
‘‘(5) FOREIGN GOVERNMENT.—The term ‘for-

eign government’ includes a person acting or 
purporting to act on behalf of— 

‘‘(A) a faction, party, department, agency, 
bureau, subnational administrative entity, 
or military of a foreign country; or 

‘‘(B) a foreign government or a person pur-
porting to act as a foreign government, re-
gardless of whether the United States recog-
nizes the government. 

‘‘(6) FOREIGN GOVERNMENT INSTITUTION.— 
The term ‘foreign government institution’ 
means a foreign entity owned by, subject to 
the control of, or subject to regulation by a 
foreign government. 

‘‘(7) FOREIGN PUBLIC ENTERPRISE.—The 
term ‘foreign public enterprise’ means an en-
terprise over which a foreign government di-
rectly or indirectly exercises a dominant in-
fluence. 

‘‘(8) LAW ENFORCEMENT AGENCY.—The term 
‘law enforcement agency’— 

‘‘(A) means a Federal, State, local, or Trib-
al law enforcement agency; and 

‘‘(B) includes— 
‘‘(i) the Office of Inspector General of an 

establishment (as defined in section 12 of the 
Inspector General Act of 1978 (5 U.S.C. App.)) 
or a designated Federal entity (as defined in 
section 8G(a) of the Inspector General Act of 
1978 (5 U.S.C. App.)); and 

‘‘(ii) the Office of Inspector General, or 
similar office, of a State or unit of local gov-
ernment. 

‘‘(9) OUTSIDE COMPENSATION.—The term 
‘outside compensation’ means any com-
pensation, resource, or support (regardless of 
monetary value) made available to the appli-
cant in support of, or related to, any re-
search endeavor, including a title, research 
grant, cooperative agreement, contract, in-
stitutional award, access to a laboratory, or 
other resource, including materials, travel 
compensation, or work incentives. 

‘‘(b) PROHIBITION.—It shall be unlawful for 
any individual to knowingly— 

‘‘(1) prepare or submit a Federal grant ap-
plication that fails to disclose the receipt of 
any outside compensation, including foreign 
compensation, by the individual; 

‘‘(2) forge, counterfeit, or otherwise falsify 
a document for the purpose of obtaining a 
Federal grant; or 

‘‘(3) prepare, submit, or assist in the prepa-
ration or submission of a Federal grant ap-
plication or document in connection with a 
Federal grant application that— 

‘‘(A) contains a false statement; 
‘‘(B) contains a material misrepresenta-

tion; 
‘‘(C) has no basis in law or fact; or 
‘‘(D) fails to disclose a material fact. 
‘‘(c) EXCEPTION.—Subsection (b) does not 

apply to an activity— 
‘‘(1) carried out in connection with a law-

fully authorized investigative, protective, or 
intelligence activity of— 

‘‘(A) a law enforcement agency; or 
‘‘(B) a Federal intelligence agency; or 
‘‘(2) authorized under chapter 224. 
‘‘(d) PENALTY.—Any individual who vio-

lates subsection (b)— 
‘‘(1) shall be fined in accordance with this 

title, imprisoned for not more than 5 years, 
or both; and 

‘‘(2) shall be prohibited from receiving a 
Federal grant during the 5-year period begin-
ning on the date on which a sentence is im-
posed on the individual under paragraph 
(1).’’. 

(b) CLERICAL AMENDMENT.—The analysis 
for chapter 47 of title 18, United States Code, 
is amended by adding at the end the fol-
lowing: 

‘‘1041. Federal grant application fraud.’’. 
SEC. 1075. RESTRICTING THE ACQUISITION OF 

EMERGING TECHNOLOGIES BY CER-
TAIN ALIENS. 

(a) GROUNDS OF INADMISSIBILITY.—The Sec-
retary of State may determine that an alien 
is inadmissible if the Secretary determines 
such alien is seeking to enter the United 
States to knowingly acquire sensitive or 
emerging technologies to undermine na-
tional security interests of the United States 
by benefitting an adversarial foreign govern-
ment’s security or strategic capabilities. 

(b) RELEVANT FACTORS.—To determine if 
an alien is inadmissible under subsection (a), 
the Secretary of State shall— 

(1) take account of information and anal-
yses relevant to implementing subsection (a) 
from the Office of the Director of National 
Intelligence, the Department of Health and 
Human Services, the Department of Defense, 
the Department of Homeland Security, the 
Department of Energy, the Department of 
Commerce, and other appropriate Federal 
agencies; 

(2) take account of the continual expert as-
sessments of evolving sensitive or emerging 
technologies that foreign adversaries are 
targeting; 

(3) take account of relevant information 
concerning the foreign person’s employment 
or collaboration, to the extent known, 
with— 

(A) foreign military and security related 
organizations that are adversarial to the 
United States; 

(B) foreign institutions involved in the 
theft of United States research; 

(C) entities involved in export control vio-
lations or the theft of intellectual property; 

(D) a government that seeks to undermine 
the integrity and security of the United 
States research community; or 

(E) other associations or collaborations 
that pose a national security threat based on 
intelligence assessments; and 

(4) weigh the proportionality of risks and 
the factors listed in paragraphs (1) through 
(3). 

(c) REPORTING REQUIREMENT.—Not later 
than 180 days after the date of the enactment 
of this Act, and semi-annually thereafter 
until the sunset date set forth in subsection 
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(e), the Secretary of State, in coordination 
with the Director of National Intelligence, 
the Director of the Office of Science and 
Technology Policy, the Secretary of Home-
land Security, the Secretary of Defense, the 
Secretary of Energy, the Secretary of Com-
merce, and the heads of other appropriate 
Federal agencies, shall submit a report to 
the Committee on the Judiciary of the Sen-
ate, the Committee on Foreign Relations of 
the Senate, the Committee on Homeland Se-
curity and Governmental Affairs of the Sen-
ate, the Committee on the Judiciary of the 
House of Representatives, the Committee on 
Foreign Affairs of the House of Representa-
tives, and the Committee on Oversight and 
Reform of the House of Representatives that 
identifies— 

(1) any criteria, if relevant used to describe 
the aliens to which the grounds of inadmis-
sibility described in subsection (a) may 
apply; 

(2) the number of individuals determined 
to be inadmissible under subsection (a), in-
cluding the nationality of each such indi-
vidual and the reasons for each determina-
tion of inadmissibility; and 

(3) the number of days from the date of the 
consular interview until a final decision is 
issued for each application for a visa consid-
ered under this section, listed by applicants’ 
country of citizenship and relevant con-
sulate. 

(d) CLASSIFICATION OF REPORT.—Each re-
port required under subsection (c) shall be 
submitted, to the extent practicable, in an 
unclassified form, but may be accompanied 
by a classified annex. 

(e) SUNSET.—This section shall cease to be 
effective on the date that is 2 years after the 
date of the enactment of this Act. 
SEC. 1076. MACHINE READABLE VISA DOCU-

MENTS. 
(a) MACHINE-READABLE DOCUMENTS.—Not 

later than 1 year after the date of the enact-
ment of this Act, the Secretary of State 
shall— 

(1) use a machine-readable visa application 
form; and 

(2) make available documents submitted in 
support of a visa application in a machine 
readable format to assist in— 

(A) identifying fraud; 
(B) conducting lawful law enforcement ac-

tivities; and 
(C) determining the eligibility of appli-

cants for a visa under the Immigration and 
Nationality Act (8 U.S.C. 1101 et seq.). 

(b) WAIVER.—The Secretary of State may 
waive the requirement under subsection (a) 
by providing to Congress, not later than 30 
days before such waiver takes effect— 

(1) a detailed explanation for why the waiv-
er is being issued; and 

(2) a timeframe for the implementation of 
the requirement under subsection (a). 

(c) REPORT.—Not later than 45 days after 
date of the enactment of this Act, the Sec-
retary of State shall submit a report to the 
Committee on Homeland Security and Gov-
ernmental Affairs of the Senate, the Com-
mittee on Commerce, Science, and Transpor-
tation of the Senate, the Select Committee 
on Intelligence of the Senate, the Committee 
on Foreign Relations of the Senate; the Com-
mittee on Oversight and Reform of the House 
of Representatives, the Committee on Home-
land Security of the House of Representa-
tives, the Committee on Energy and Com-
merce of the House of Representatives, the 
Permanent Select Committee on Intelligence 
of the House of Representatives, and the 
Committee on Foreign Affairs of the House 
of Representatives that— 

(1) describes how supplementary docu-
ments provided by a visa applicant in sup-
port of a visa application are stored and 
shared by the Department of State with au-
thorized Federal agencies; 

(2) identifies the sections of a visa applica-
tion that are machine-readable and the sec-
tions that are not machine-readable; 

(3) provides cost estimates, including per-
sonnel costs and a cost-benefit analysis for 
adopting different technologies, including 
optical character recognition, for— 

(A) making every element of a visa appli-
cation, and documents submitted in support 
of a visa application, machine-readable; and 

(B) ensuring that such system— 
(i) protects personally-identifiable infor-

mation; and 
(ii) permits the sharing of visa information 

with Federal agencies in accordance with ex-
isting law; and 

(4) includes an estimated timeline for com-
pleting the implementation of subsection (a). 
SEC. 1077. CERTIFICATIONS REGARDING ACCESS 

TO EXPORT CONTROLLED TECH-
NOLOGY IN EDUCATIONAL AND CUL-
TURAL EXCHANGE PROGRAMS. 

Section 102(b)(5) of the Mutual Educational 
and Cultural Exchange Act of 1961 (22 U.S.C. 
2452(b)(5)) is amended to read as follows: 

‘‘(5) promoting and supporting medical, 
scientific, cultural, and educational research 
and development by developing exchange 
programs for foreign researchers and sci-
entists, while protecting technologies regu-
lated by export control laws important to 
the national security and economic interests 
of the United States, by requiring— 

‘‘(A) the sponsor to certify to the Depart-
ment of State that the sponsor, after review-
ing all regulations related to the Export 
Controls Act of 2018 (50 U.S.C. 4811 et seq.) 
and the Arms Export Control Act (22 U.S.C. 
2751 et seq.), has determined that— 

‘‘(i) a license is not required from the De-
partment of Commerce or the Department of 
State to release such technology or technical 
data to the exchange visitor; or 

‘‘(ii)(I) a license is required from the De-
partment of Commerce or the Department of 
State to release such technology or technical 
data to the exchange visitor; and 

‘‘(II) the sponsor will prevent access to the 
controlled technology or technical data by 
the exchange visitor until the sponsor— 

‘‘(aa) has received the required license or 
other authorization to release it to the vis-
itor; and 

‘‘(bb) has provided a copy of such license or 
authorization to the Department of State; 
and 

‘‘(B) if the sponsor maintains export con-
trolled technology or technical data, the 
sponsor to submit to the Department of 
State the sponsor’s plan to prevent unau-
thorized export or transfer of any controlled 
items, materials, information, or technology 
at the sponsor organization or entities asso-
ciated with a sponsor’s administration of the 
exchange visitor program.’’. 
SEC. 1078. PRIVACY AND CONFIDENTIALITY. 

Nothing in this subtitle may be construed 
as affecting the rights and requirements pro-
vided in section 552a of title 5, United States 
Code (commonly known as the ‘‘Privacy Act 
of 1974’’) or subchapter III of chapter 35 of 
title 44, United States Code (commonly 
known as the ‘‘Confidential Information Pro-
tection and Statistical Efficiency Act of 
2018’’). 

SA 4294. Mr. BLUMENTHAL sub-
mitted an amendment intended to be 
proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be 
proposed to the bill H.R. 4350, to au-
thorize appropriations for fiscal year 
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of 
the Department of Energy, to prescribe 

military personnel strengths for such 
fiscal year, and for other purposes; 
which was ordered to lie on the table; 
as follows: 

At the end of subtitle E of title III, add the 
following: 
SEC. 376. REPORT ON DISEASE PREVENTION FOR 

MILITARY WORKING DOGS. 
Not later than 180 days after the date of 

the enactment of this Act, the head of the 
Army Veterinary Services shall submit to 
Congress a report containing the findings of 
an updated study on the potential introduc-
tion of foreign animal diseases and current 
prevention protocol and strategies to protect 
the health of military working dogs. 

SA 4295. Mr. BLUMENTHAL sub-
mitted an amendment intended to be 
proposed to amendment SA 3867 sub-
mitted by Mr. REED and intended to be 
proposed to the bill H.R. 4350, to au-
thorize appropriations for fiscal year 
2022 for military activities of the De-
partment of Defense, for military con-
struction, and for defense activities of 
the Department of Energy, to prescribe 
military personnel strengths for such 
fiscal year, and for other purposes; 
which was ordered to lie on the table; 
as follows: 

At the end of subtitle E of title III, add the 
following: 
SEC. 376. STUDY ON CHEMICAL, BIOLOGICAL, 

AND RADIOLOGICAL PROTECTION 
FOR MILITARY WORKING DOGS. 

(a) STUDY.—The head of the Army Veteri-
nary Services shall conduct a study on the 
impacts of chemical, biological, and radio-
logical exposure on military working dogs 
and current prevention protocol, protective 
equipment, and strategies of the Department 
of Defense to protect the health of military 
working dogs. 

(b) REPORT.—Not later than 180 days after 
the date of the enactment of this Act, the 
head of the Army Veterinary Services shall 
submit to the Committees on Armed Serv-
ices of the Senate and the House of Rep-
resentatives a report containing the findings 
of the study conducted under subsection (a). 

SA 4296. Mr. BLUMENTHAL (for 
himself and Mr. RUBIO) submitted an 
amendment intended to be proposed to 
amendment SA 3867 submitted by Mr. 
REED and intended to be proposed to 
the bill H.R. 4350, to authorize appro-
priations for fiscal year 2022 for mili-
tary activities of the Department of 
Defense, for military construction, and 
for defense activities of the Depart-
ment of Energy, to prescribe military 
personnel strengths for such fiscal 
year, and for other purposes; which was 
ordered to lie on the table; as follows: 

At the end of subtitle G of title XII, add 
the following: 
SEC. 1283. IMPOSITION OF SANCTIONS WITH RE-

SPECT TO FOREIGN PERSONS WHO 
ENGAGE IN PUBLIC CORRUPTION 
ACTIVITIES. 

(a) FINDINGS.—Congress finds the fol-
lowing: 

(1) When public officials and their allies 
use the mechanisms of government to engage 
in extortion or bribery, they impoverish the 
economic health of their country and harm 
citizens. 

(2) By empowering the United States Gov-
ernment to hold to account foreign public of-
ficials and their associates who engage in ex-
tortion or bribery, the United States can 
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